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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User's Guide for a series of products. Not all products support all firmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in your product
firmware or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
¢ CLI Reference Guide

The CLI Reference Guide explains how o use the Command-Line Interface (CLI) fo configure the
Switch.

Note: It is recommended you use the Web Configurator to configure the Switch.

* Quick Start Guide

The Quick Start Guide shows how to connect the Switch.
* Online Help

Click the help link for a description of the fields in the Switch menus.
* More Information

Go to support.zyxel.com to find other information on the Switch.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
* All models may be referred to as the “Switch” in this guide.
* Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Basic Setting >
Swtich Setup > Select VLAN Typemeans you first click Basic Setting in the navigation panel, then the
Switch Setup sub menu and finally the Select VLAN Type tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Switch icon is not an exact
representation of your device.

Switch Generic Router Wireless Router / Access Point

Generic Switch Smart TV Desktop
L~
A Q
Laptop IP Camera Printer

Server
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CHAPTER 1
Getting to Know Your Switch

1.1 Introduction

This chapter introduces the main features and applications of the Switch. The GS2210 Series consists of
the following models:

* GS$2210-8

» GS2210-8HP
» (GS2210-24

e GS$2210-24HP
» (GS2210-24LP
» (GS2210-48

* GS$2210-48HP

Referring fo POE model(s) in this User's Guide only applies to GS2210-8HP, GS2210-24HP, GS2210-24LP and
GS2210-48HP.

The Switch is a layer-2 standalone Ethernet switch with additional features suitable for Ethernet.

With its built-in web configurator, including the Zyxel One Network (ZON) Neighbor Management feature
(Section 7.4 on page 64), viewing, managing and configuring the Switch and its neighboring devices is
easy. The Switch can also be managed via Telnet, any terminal emulator program on the console port,
or third-party SNMP management.

In addition, Zyxel offers a proprietary software program called Zyxel One Network (ZON) Utility, it is a
utility tool that assists you to set up and maintain network devices in a more simple and efficient way.
You can download the ZON Utility at www.zyxel.com and install it on a PC. For more information on ZON
Utility see Section 7.3 on page 63.

The following table describes the port features of the Switch by model.

Table 1 Models and Port Features

SWITCH MODEL PORT FEATURES
GS2210-8 and GS2210- e 810/100/1000 Mbps Ethernet ports
8HP * 2 GbE dual personality interfaces
GS2210-24, GS2210-24HP e 2410/100/1000 Mbps Ethernet ports
and GS2210-24LP e 4 GbE dual personality interfaces
GS§2210-48 and GS2210- * 44100/1000 Mbps Ethernet ports
48HP * 4 GbE dual personality interfaces

e 2 SFPinterfaces

The following table shows which firmware version supports ZON and Smart Connect for each Switch. The
firmware on each Switch is identified by the firmware trunk version, followed by a unique model code
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and release number in brackets. For example, 4.10(AASP.0) is a firmware version for GS2210-8 where 4.10
is the firmware trunk version, AASP identifies the GS2210-8 and .0 is the first release of trunk version 4.10.

Table 2 Models and Port Features

SWITCH MODEL FIRMWARE VERSION
GS2210-8 4.10(AASP.0) and later
GS2210-8HP 4.10(AASQ.0) and later
GS2210-24 4.10(AAND.2) and later
GS2210-24HP 4.10(AANE.2) and later
GS2210-24LP 4.30(ABEO.0) and later
GS2210-48 4.10(AAHV.2) and later
GS2210-48HP 4.10(AAHW.2) and later

The GS2210-8HP, GS2210-24HP, GS2210-24LP and GS2210-48HP come with a Power-over-Ethernet (PoE)
feature. The GS2210-8HP, GS2210-24HP, GS2210-24LP and GS2210-48HP support the IEEE 802.3at High
Power over Ethernet (PoE) standard and IEEE 802.3af PoE standard.

Key feature differences between Switch models are as follows. Other features are common to all

models

The following table describes the PoE features of the Switch by model.

Table 3 Models and PoE Features

SWITCH MODEL POE FEATURES

GS$2210-8HP IEEE 802.3af PoE

GS2210-24HP IEEE 802.3 at High Power over Ethernet (PoE)
GS2210-24LP Power management mode - Classification
GS2210-48HP Power management mode - Consumption

This section shows a few examples of using the Switch in various network environments.

1.1.1 Backbone Application

The Switch is an ideal solution for small networks where rapid growth can be expected in the near future.
The Switch can be used standalone for a group of heavy traffic users. You can connect computers and
servers directly to the Switch’s port or connect other switches to the Switch.

In this example, all computers can share high-speed applications on the server. To expand the network,

simply add more networking devices such as switches, routers, computers, print servers efc.
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Figure 1 Backbone Application

1.1.2 Bridging Example

In this example, the Switch connects different company departments (RD and Sales) to the corporate
backbone. It can alleviate bandwidth contention and eliminate server and network bottlenecks. All
users that need high bandwidth can connect to high-speed department servers via the Switch. You can
provide a super-fast uplink connection by using a Gigabit Ethernet/mini-GBIC port on the Switch.

Moreover, the Switch eases supervision and maintenance by allowing network managers to centralize
multiple servers at a single location.

Figure 2 Bridging Application
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1.1.3 High Performance Switching Example

The Switch is ideal for connecting two networks that need high bandwidth. In the following example, use
trunking to connect these two networks.

Switching to higher-speed LANs such as ATM (Asynchronous Transmission Mode) is not feasible for most
people due to the expense of replacing all existing Ethernet cables and adapter cards, restructuring
your network and complex maintenance. The Switch can provide the same bandwidth as ATM at much
lower cost while still being able to use existing adapters and switches. Moreover, the current LAN
structure can be retained as all ports can freely communicate with each other.

Figure 3 High Performance Switched Workgroup Applicatfion

-_—— s o Em Em o =

1.1.4 |EEE 802.1Q VLAN Application Examples

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned into multiple logical
networks. Stations on a logical network belong to one group. A station can belong to more than one
group. With VLAN, a station cannot directly talk to or hear from stations that are not in the same group(s)
unless such traffic first goes through a router.

For more information on VLANSs, refer to Chapter 9 on page 93.

1.1.4.1 Tag-based VLAN Example

Ports in the same VLAN group share the same frame broadcast domain thus increase network
performance through reduced broadcast traffic. VLAN groups can be modified at any time by adding,
moving or changing ports without any re-cabling.

Shared resources such as a server can be used by all ports in the same VLAN as the server. In the
following figure only ports that need access to the server need o be part of VLAN 1. Ports can belong to
other VLAN groups too.
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Figure 4 Shared Server Using VLAN Example

] -

1.2 Ways to Manage the Switch

Use any of the following methods to manage the Switch.

Web Configurator. This is recommended for everyday management of the Switch using a (supported)
web browser. See Chapter 4 on page 36.

Command Line Interface. Line commands offer an alternative to the web configurator and in some
cases are necessary to configure advanced features. See the CLI Reference Guide.

FTP. Use FTP for firmware upgrades and configuration backup/restore. See Section 43.9.1 on page
364.

SNMP. The Switch can be monitored by an SNMP manager. See Section 44.7.1 on page 377.

Cluster Management. Cluster Management allows you to manage multiple switches through one
switch, called the cluster manager. See Chapter 47 on page 395.

1.3 Good Habits for Managing the Switch

Do the following things regularly to make the Switch more secure and to manage the Switch more
effectively.

Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters.

Write down the password and put it in a safe place.

Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Switch fo its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the Switch. You could simply restore your
last configuration.
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Hardware Installation and
Connection

2.1 Installation Scenarios

This chapter shows you how to install and connect the Switch.

The Switch can be placed on a desktop or rack-mounted on a standard EIA rack. Use the rubber feet in
a desktop installation and the brackets in a rack-mounted installation.

Note: For proper ventilation, allow at least 4 inches (10 cm) of clearance at the front and 3.4
inches (8 cm) at the back of the Switch. This is especially important for enclosed rack
installations.

2.2 Desktop Installation Procedure

1 Make sure the Switch is clean and dry.

2 Sef the Switch on a smooth, level surface strong enough to support the weight of the Switch and the
connected cables. Make sure there is a power outlet nearby.

3 Make sure there is enough clearance around the Switch to allow air circulation and the attachment of
cables and the power cord.

2.3 Mounting the Switch on a Rack

The Switch can be mounted on an EIA standard size, 19-inch rack or in a wiring closet with other
equipment. Follow the steps below to mount your Switch on a standard EIA rack using a rack-mounting
kit.

2.3.1 Rack-mounted Installation Requirements

* Two mounting brackets.
¢ Eight M3 flat head screws and a #2 Philips screwdriver.

¢ Four M5 flat head screws and a #2 Philips screwdriver.

Failure to use the proper screws may damage the unit.
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2.3.1.1 Precautions
* Make sure the rack will safely support the combined weight of all the equipment it contains.

¢ Make sure the position of the Switch does not make the rack unstable or top-heavy. Take all
necessary precautions fo anchor the rack securely before installing the unit.

2.3.2 Attaching the Mounting Brackets to the Switch

1 Position a mounting bracket on one side of the Switch, lining up the four screw holes on the bracket with
the screw holes on the side of the Switch.

Figure 5 Aftaching the Mounting Brackefts

2 Using a #2 Philips screwdriver, install the M3 flat head screws through the mounting bracket holes into
the Switch.

3 Repeatsteps 1 and 2 to install the second mounting bracket on the other side of the Switch.

4 You may now mount the Switch on a rack. Proceed to the next section.

2.3.3 Mounting the Switch on a Rack

1 Position a mounting bracket (that is already attached to the Switch) on one side of the rack, lining up
the two screw holes on the bracket with the screw holes on the side of the rack.
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Figure 6 Mounting the Switch on a Rack
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2 Using a #2 Philips screwdriver, install the M5 flat head screws through the mounting bracket holes into
the rack.

3 Repeatsteps 1 and 2 to attach the second mounting bracket on the other side of the rack.
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Hardware Panels

This chapter describes the front panel and rear panel of the Switch and shows you how to make the
hardware connections.

3.1 Front Panel

The following figures show the front panels of the Switch.

Figure 7 Front Panel: GS2210-8

Zuxell|  es208

[

TyXEL GSI110-14

Figure 10 Front Panel: GS2210-24HP

TyXEL GS2110-24HP

Figure 11 Front Panel: GS2210-24LP

ZyXEL GSI210-24LF
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3.1.1 Gigabit Ethernet Ports

The Switch has 1000Base-T auto-negotiating, auto-crossover Ethernet ports. In 10/100/1000 Mbps
Gigabit, the speed can be 10 Mbps, 100 Mbps or 1000 Mbps and the duplex mode can be half duplex
or full duplex.

An auto-negotiating port can detect and adjust to the optimum Ethernet speed (10/100/1000 Mbps)
and duplex mode (full duplex or half duplex) of the connected device.

An auto-crossover (auto-MDI/MDI-X) port automatically works with a straight-through or crossover
Ethernet cable.

Four 1000Base-T Ethernet ports are paired with a mini-GBIC slot to create a dual personality interface.
The Switch uses up to one connection for each mini-GBIC and 1000Base-T Ethernet pair. The mini-GBIC
slots have priority over the Gigabit ports. This means that if a mini-GBIC slot and the corresponding GbE
port are connected at the same time, the GbE port will be disabled.

Note: The dual personality ports change to fiber mode directly when inserting the fiber
module.

When auto-negotiation is furned on, an Ethernet port negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer Ethernet port does not support auto-
negofiation or turns off this feature, the Switch determines the connection speed by detecting the signal
on the cable and using half duplex mode. When the Switch'’s auto-negotiation is furned off, an Ethernet
port uses the pre-configured speed and duplex mode when making a connection, thus requiring you o
make sure that the settings of the peer Ethernet port are the same in order fo connect.

3.1.1.1 Default Ethernet Negotiation Settings
The factory default negotiation settings for the Gigabit ports on the Switch are:

* Speed: Auto
* Duplex: Auto
¢ Flow control: Off

* Link Aggregation: Disabled

3.1.1.2 Auto-crossover

All ports are auto-crossover, that is auto-MDIX ports (Media Dependent Interface Crossover), so you may
use either a straight-through Ethernet cable or crossover Ethernet cable for all Gigabit port connections.
Auto-crossover ports automatically sense whether they need to function as crossover or straight ports, so
crossover cables can connect both computers and switches/hubs.

3.1.2 Mini-GBIC Slots

These are slots for mini-GBIC (Gigabit Interface Converter) transceivers. A fransceiver is a single unit that
houses a transmitter and a receiver. The Switch does not come with transceivers. You must use
fransceivers that comply with the Small Form-factor Pluggable (SFP) Transceiver MultiSource Agreement
(MSA). See the SFF committee’s INF-8074i specification Rev 1.0 for details.

You can change fransceivers while the Switch is operating. You can use different fransceivers to
connect to Ethernet switches with different types of fiber-optic or even copper cable connectors.
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To avoid possible eye injury, do not look into an operating fiber-optic
module’s connectors.

* Type: SFP connection interface

¢ Connection speed: 1 Gigabit per second (Gbps)

3.1.2.1 Transceiver Installation

Use the following steps to install a mini-GBIC transceiver (SFP module).

1 Insert the transceiver into the slot with the exposed section of PCB board facing down.
2 Press the transceiver firmly until it clicks into place.

3 The Switch automatically detects the installed transceiver. Check the LEDs to verify that it is functioning
properly.

4  Close the transceiver’s latch (latch styles vary).

5 Connect the fiber optic cables to the fransceiver.

Figure 14 Transceiver Installation Example

3.1.2.2 Transceiver Removal

Use the following steps to remove a mini-GBIC fransceiver (SFP module).

1 Remove the fiber optic cables from the fransceiver.
2 Open the fransceiver’s latch (latch styles vary).

3  Pull the transceiver out of the sloft.

Figure 16 Removing the Fiber Optic Cables
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Figure 17 Opening the Transceiver's Latch Example

Figure 18 Transceiver Removal Example
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3.1.3 LED Mode (only available for GS2210-48HP)

After you push this button (see Section Figure 13 on page 29) to active PoE on the Switch, view the LEDs
to ensure proper functioning of the Switch and as an aid in troubleshooting (see Section 3.3 on page
33).

3.2 Rear Panel

The following figures show the rear panels of the Switch.

Figure 19 Rear Panel: GS2210-8

Figure 20 Rear Panel: GS2210-8HP

Figure 21 Rear Panel: GS2210-24

Figure 22 Rear Panel: GS2210-24HP

Figure 23 Rear Panel: GS2210-24LP
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3.21

Figure 24 Rear Panel: GS2210-48

Console Port

For local management, you can use a computer with terminal emulation software configured to the

following parameters:

* VT100

¢ Terminal emulation

e 9600 bps

* No parity, 8 data bits, 1 stop bit

¢ No flow control

Connect the male 9-pin end of the console cable to the console port of the Switch. Connect the
female end to a serial port (COM1, COM2 or other COM port) of your computer.

3.2.2 Power Connector

3.3

Note: Make sure you are using the correct power source as shown on the panel.

To connect power to the Switch, insert the female end of the power cord to the AC power receptacle
on the rear panel. Connect the other end of the supplied power cord to a power outlet. Make sure that
no objects obstruct the airflow of the fans (located on the side of the unit).

See Chapter 55 on page 421 for information on the Switch's power supply requirements.

LEDs

After you connect the power to the Switch, view the LEDs to ensure proper functioning of the Switch
and as an aid in troubleshooting.

Table 4 LED Descriptions

LED COLOR STATUS DESCRIPTION

PoE Green On Each Ethernet port’s LED is changed to act as a PoE LED by using the LED
MODE button on the front panel.

(GS2210 48HP

only) Off Each Ethernet port’s LED is changed back fo act as a LNK/ACT LED by
releasing the LED MODE button on the front panel.

PWR Green On The system is turned on.

Off The system is off or has failed.
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Table 4 LED Descriptions (confinued)

LED COLOR STATUS DESCRIPTION
SYS Green Oon The system is on and functioning properly.
Blinking The system is rebooting and performing self-diagnostic tests.
Off The power is off or the system is not ready/malfunctioning.
ALM Red On A hardware failure is detected.
Off The system is functioning normally.
LOCATOR Blue Blinking Shows the actual location of the Switch between several devices in a rack.
Ethernet Ports and PoE
1-8 (GS2210-8/ Green Blinking The system is transmitting/receiving to/from a 10 Mbps or a 1000 Mbps
8HP) Ethernet network.
1-24 (GS2210-24/ On The link to a 10 Mbps or a 1000 Mbps Ethernet network is up.
24HP/24LP) and | Amper Blinking The system is transmitting/receiving to/from a 100 Mbps Ethernet network.
1-48 (GS2210-48/
48HP) On The link fo a 100 Mbps Ethernet network is up.
LNK/ACT Off The link to an Ethernet network is down.
PoE Green On Power supplied to all POE Ethernet ports meets the IEEE 802.3at standard.
(GS2210-8HP, Amber On Power supplied to all PoE Ethernet ports meets the IEEE 802.3af standard.
G§2210-24HP, Off There is no power supplied.
GS2210-24LP
and GS2210-
48HP only)
Mini-GBIC Slots
9-10 (GS2210-8/ | Green On The uplink port is linking at 1000 Mbps.
8HPO Blinking The system activity is fransmitting/receiving data 1000 Mbps.
25-28 (GS2210- Amber On The uplink port is linking at 100 Mbps.
24/24HP/24LP)
Blinking The system activity is fransmitting/receiving data 100 Mbps.
45-50 (GS2210- Off There is no link t, the uplink port is shut d
48/48HP) ere is no link or port, the uplink port is shut down.
SFP
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CHAPTER 4
The Web Configurator

4.1 Overview

This section infroduces the configuration and functions of the web configurator.

The web configurator is an HTML-based management interface that allows easy Switch setup and
management via Internet browser. Use Internet Explorer 9.0 and later versions, Mozilla Firefox 21 and
later versions, Safari 6.0 and later versions or Google Chrome 26.0 and later versions. The recommended
screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by default in
Windows XP SP (Service Pack) 2.

* JavaScript (enabled by default).

e Java permissions (enabled by default).

4.2 System Login

1 Start your web browser.

2 Type “http://" and the IP address of the Switch (for example, the default management IP address is
192.168.1.1) in the Location or Address field. Press [ENTER]. Your computer must be in the same subnet in
order to access this website address.

3 The login screen appears. The default username is admin and associated default password is 1234.
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Figure 26 Web Configurator: Login

Authentication Required

http://192.168.1.1 requires a username and password.

Your connection to this site is not secure

User Name;

Passwaord:

Log In Cancel

Click Log In to view the first web configurator screen.

If you didn’t change the default administrator password and/or SNMP community values, a warning
screen displays each time you log intfo the web configurator. Click Password / SNMP fo open a screen
where you can change the administrator and SNMP passwords simultaneously. Otherwise, click Ignore
fo close it.

Figure 27 Web Configurator: Warning
Warning:

1. As a security precaution, it is highly recommended that you should change the admin password.

2. The SNMP community is used for SNMP management and is set to public by default. To avoid security breach,
please change the community string to a value other than default setfing.

Configure Password / SNMP  setting
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Figure 28 Web Configurator: Password

Password
Adminstrator

Old Password
MNew Password

Retype to confim

General Setting
Wersicn
Get Community
Set Community

Trap Community

vic v
public
public

public

Change the default administrator and/or SNMP passwords, and then click Apply to save your changes.

Table 5 Web Configurator: Password/SNMP

LABEL

DESCRIPTION

Administrator

This is the default administrator account with the “admin” user name. You cannot change the default administrator
user name. Only the administrator has read/write access.

Old Password

Type the existing system password (1234 is the default password when shipped).

New Password

Enter your new system password.

Retype to confirm

Retype your new system password for confirmation

General Setting

Use this section fo specify the SNMP version and community (password) values.

Version

Select the SNMP version for the Switch. The SNMP version on the Switch must match the version
on the SNMP manager. Choose SNMP version 2¢ (v2c), SNMP version 3 (v3) or both (v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community

Enter the Get Community string, which is the password for the incoming Get- and GetNext-
requests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c or lower.

Set Community

Enter the Set Community string, which is the password for the incoming Set- requests from the
management station.

The Set Community string is only used by SNMP managers using SNMP version 2c¢ or lower.

Trap Community

Enter the Trap Community string, which is the password sent with each frap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c¢ or lower.

Apply Click Apply to save your changes fo the Switch’s run-fime memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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4.3 The Status Screen

The Status screen is the first screen that displays when you access the web configurator.
This guide uses PoE model(s) screens as an example. The screens may very slightly for different models.
The following figure shows the navigating components of a web configurator screen.

Figure 29 Web Configurator Home Screen for POE model(s) (Status)

s
ZYXEL es2210

Menu

Basic Seffing T

Advanced Application Device Informatic

IP Application Device Type GS2210-48HP System Name GS82210
Boot Version V1.05 | 12/19/2013 System Location

Management Firmware Version  VA.50(AAHW.052 | 09/12/2017  System Time 01/01/2015 00:22:34
Serial Nurnber HOOOOHTK System Up Time 000 detys,00 hours, 22 mins,51 secs
MAC Address 00:19:cb:00:00:01 Login Timeout{mins) 3
Detait
P4 Address 192.168.1.1
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0 IP Sefup
IPV6 Global Unicast Address
IPV5 Link-Local Address IPvé configuration
8P Disable Setting SNMP Status {1 Enable  Setting
Port Mirroring Disable Setting 802.1X Status Disable  Setting
Storm Control Disable Setting DHCFP Relay Disable Setting
|GMP Sncoping Disable  Setting IPSG Discble Seiting
Port Status PoE Status Link Aggregation Status MAC Table
Diognostic System Log Remote Access Control Tech-suppart
WLAN Setup Senice Access Control

A - Click the menu items to open submenu links, and then click on a submenu link to open the screen in
the main window.

B. C, D, E, F - These are quick links which allow you to perform certain tasks no matter which screen you
are currently working in.

B - Click this link to update the information in the screen you are viewing currently.

C - Click this link to save your configuration into the Switch’s nonvolatile memory. Nonvolatile memory is
the configuration of your Switch that stays the same even if the Switch's power is tfurned off.

D - Click this link to go to the status page of the Switch.
E - Click this link to log out of the web configurator.

F - Click this link to display web help pages. The help pages provide descriptions for all of the
configuration screens.

G - Click this link to go to the ZON Neighbor Management screen where you can see and manage
neighbor devices learned by the Switch.

In the navigation panel, click a main link to reveal a list of submenu links.
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Table 6 Navigation Panel Sub-links Overview

BASIC SETTING

ADVANCED APPLICATION

IP APPLICATION

MANAGEMENT

Menu

Basic Sefting

IP Application

Management

System Info
General Setup
Switch Setup

IP Setup

Port Setup

PoE Setup
Interface Setup
IPvé

DNS

Advanced Application

Menu

Basic Sefting

Advanced Application

IP Application

Management

VLAN

Static MAC Forwarding
Static Multicast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Conirol
Broadcast Storm Conirol
Mirroring

Link Aggregation

Port Authentication

Port Security

Time Range

Classifier

Policy Rule

Queving Method
Multicast

AAA

IP Source Guard

Loop Guard

VLAN Mapping

Layer 2 Protocol Tunneling
PPPoE

Emrdisable

Private VLAN

Green Ethemet

LLDP

Anti-Arpscan

BPDU Guard

OAM

ZULD

Menu

Basic Sefting
Advanced Applicatfion
IP Application

Management

Static Routing
DiffServ

DHCP

ARP Setup

Menu

Basic Sefting
Advanced Application
IP Application

Management

Maintenance
Access Control
Diagnostic

System Log

Syslog Setup
Cluster Management
MAC Table

ARP Table

Path MTU Table
Configure Clone
IPvé Neighbor Table
Port Status

The following table describes the links in the navigation panel.

Table 7 Navigation Panel Links

LINK

DESCRIPTION

Basic Settings

System Info This link takes you to a screen that displays general system information.

General Setup This link takes you to a screen where you can configure general identification information
about the Switch.

Switch Setup This link takes you to a screen where you can set up global Switch parameters such as VLAN
type, GARP and priority queues.

IP Setup This link takes you to a screen where you can configure the IP address and subnet mask
(necessary for Switch management) and set up to 64 IP routing domains.

Port Setup This link takes you to a screen where you can configure settings for individual Switch ports.
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Table 7 Navigation Panel Links (contfinued)

LINK

DESCRIPTION

PoOE Setup

For POE model(s).

This link takes you to a screen where you can set priorities, POE power-up settings and schedule
so that the Switch is able to reserve and allocate power to certain PDs.

Interface Setup

This link takes you to a screen where you can configure settings for individual interface type
and ID.

IPvé

This link takes you to a screen where you can view IPvé status and configure IPvé settings.

DNS

This link takes you to a screen where you can configure DNS (domain name server) IP
addresses.

Advanced Application

VLAN This link fakes you fo screens where you can configure port-based or 802.1Q VLAN (depending
on what you configured in the Switch Setup menu). You can also configure a protocol based
VLAN or a subnet based VLAN in these screens.

Static MAC This link takes you to a screen where you can configure static MAC addresses for a port. These

Forwarding static MAC addresses do not age out.

Static Multicast This link takes you to a screen where you can configure static multicast MAC addresses for

Forwarding port(s). These static multicast MAC addresses do not age out.

Filtering This link takes you fo a screen to set up filtering rules.

Spanning Tree

This link takes you to screens where you can configure the RSTP/MRSTP/MSTP to prevent

Protocol network loops.
Bandwidth This link takes you to a screen where you can configure bandwidth limits on the Switch.
Control

Broadcast Storm
Control

This link takes you to a screen to set up broadcast filters.

Mirroring This link fakes you to screens where you can copy fraffic from one port or ports to another port
in order that you can examine the fraffic from the first port without interference.

Link Aggregation | This link takes you to screens where you can logically aggregate physical links to form one
logical, higher-bandwidth link.

Port This link takes you to a screen where you can configure |EEE 802.1x port authentication for

Authentication clients communicating via the Switch.

Port Security

This link takes you to screens where you can activate MAC address learning and set the
maximum number of MAC addresses to learn on a port.

Time Range This link takes you to a screen where you can define different schedules.

Classifier This link takes you fo screens where you can configure the Switch to group packets based on
the specified criteria.

Policy Rule This link takes you to a screen where you can configure the Switch to perform special treatment

on the grouped packets.

Queuing Method

This link takes you to a screen where you can configure queuing with associated queue
weights for each port.

Multicast This link fakes you fo screens where you can configure various multicast features, IGMP
snooping, MLD snooping-proxy and create multicast VLANSs.
AAA This link takes you to a screen where you can configure authentication, authorization and

accounting services via external servers. The external servers can be either RADIUS (Remote
Authentication Dial-In User Service) or TACACS+ (Terminal Access Controller Access-Control
System Plus).

IP Source Guard

This link takes you to screens where you can configure filtering of unauthorized DHCP and ARP
packets in your network.

Loop Guard

This link takes you to a screen where you can configure protection against network loops that
occur on the edge of your network.
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Table 7 Navigation Panel Links (contfinued)

LINK

DESCRIPTION

Layer 2 Protocol

This link takes you to a screen where you can configure L2PT (Layer 2 Protocol Tunneling)

Tunneling settings on the Switch.

PPPoE This link takes you fo screens where you can configure intermediate agent seftings in port,
VLAN, and PPPoOE.

Errdisable This link takes you fo screens where you can view errdisable status and configure errdisable

settings in CPU protection, errdisable detect, and errdisable recovery.

Private VLAN

This link takes you fo a screen where you can configure private VLANs.

Green Ethernet

This link takes you to a screen where you can configure green Ethernet settings in EEE, auto
power down, and short reach for each port.

LLDP

This link takes you to screens where you can configure LLDP settings.

Anti-Arpscan

This link takes you o screens where you can enable anti-arpscan on the Switch and ports, and
view the port state. You can also create frusted hosts, view blocked hosts and unblock them.

BPDU Guard This link takes you to screens where you can enable BPDU guard on the Switch and ports, and
view the port state

OAM This link takes you to screens where you can enable Ethernet OAM on the Switch, view the
configuration of ports on which Ethernet OAM is enabled and perform remote-loopback tests.

ZULD This link takes you to screens where you can enable ZULD on a port and configure related
settigns.

IP Application

Static Routing

This link takes you to a screen where you can configure IPv4 static routes. A static route defines
how the Switch should forward fraffic by configuring the TCP/IP parameters manually.

DiffServ This link takes you to screens where you can enable DiffServ, configure marking rules and set
DSCP-to-IEEE802.1p mappings.

DHCP This link takes you to screens where you can configure the DHCP settings.

ARP Setup This link takes you to screens where you can configure the ARP learning settings for each port.

Management

Maintenance

This link takes you to screens where you can perform firmware and configuration file
maintenance as well as reboot the system.

Access Control

This link fakes you to screens where you can change the system login password and configure
SNMP and remote management.

Diagnostic This link takes you to a screen where you can ping IP addresses, run traceroute, test port(s) and
show the Switch's location.

System Log This link takes you to a screen where you can view system logs.

Syslog Setup This link takes you fo a screen where you can setup system logs and a system log server.

Cluster This link takes you to screens where you can configure clustering management and view its

Management status.

MAC Table This link takes you to a screen where you can view the MAC addresses (and types) of devices
attached to what ports and VLAN IDs.

ARP Table This link takes you to a screen where you can view the MAC addresses — IP address resolution

table.

Path MTU Table

This link takes you to a screen where you can view the path MTU aging time, index, destination
address, MTU, and expire settings.

Configure Clone

This link takes you to a screen where you can copy attributes of one port to other ports.

IPvé6 Neighbor
Table

This link takes you to a screen where you can view the IPvé neighbor table which includes
index, interface, neighbor address, MAC address, status and type.

Port Status

This link takes you to a screen where you can view the port stafistics.
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4.3.1 Change Your Password

After you log in for the first time, it is recommended you change the default administrator password.
Click Management > Access Control > Logins to display the next screen.

Figure 30 Change Administrator Login Password

Access Control
Administrator

Old Password
MNew Password

Retype to confirm

Please record your new password whenever you change it. The system will lock you out if you have forgott
en your password.

Edit Logins

(=]

e

4.4 Saving Your Configuration

When you are done modifying the settings in a screen, click Apply to save your changes back to the
run-time memory. Settings in the run-time memory are lost when the Switch's power is furned off.

Click the Save link in the upper right hand corner of the web configurator to save your configuration to

nonvolatile memory. Nonvolatile memory refers to the Switch’s storage that remains even if the Switch’s
power is furned off.

Note: Use the Save link when you are done with a configuration session.

4.5 Switch Lockout

You could block yourself (and all others) from managing the Switch if you do one of the following:

1 Delete the management VLAN (default is VLAN 1).

2 Delete all port-based VLANs with the CPU port as a member. The “CPU port” is the management port of
the Switch.

3  Filter all traffic to the CPU port.
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4 Disable all ports.

5 Misconfigure the text configuration file.

6 Forget the password and/or IP address.

7 Prevent all services from accessing the Switch.

8 Change a service port number but forget it.

Note: Be careful not to lock yourself and others out of the Switch.

4.6 Resetting the Switch

If you lock yourself (and others) from the Switch or forget the administrator password, you will need to
reload the factory-default configuration file or reset the Switch back to the factory defaults.

4.6.1 Reload the Configuration File

Uploading the factory-default configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose all previous configurations and the speed of the
console port will be reset to the default of 600 bps with 8 data bits, no parity, one stop bit and flow
control set to none. The password will also be reset to *1234" and the IP address to 192.168.1.1.

To upload the configuration file, do the following:

1 Connect to the console port using a computer with terminal emulation software.

2 Disconnect and reconnect the Switch’s power to begin a session. When you reconnect the Switch's
power, you will see the initial screen.

3 When you see the message “Press any key to enter Debug Mode within 3 seconds..." press
any key to enter debug mode.

4 Type atlc after the "Enter Debug Mode” message.

5 Wait for the “Starting XMODEM upload” message before activating XMODEM upload on your
terminal.

6 Affer a configuration file upload, type atgo fo restart the Switch.

The Switch is now reinitialized with a default configuration file including the default password of “1234".

4.7 Logging Out of the Web Configurator

Click Logout in a screen to exit the web configurator. You have to log in with your password again after
you log out. This is recommended after you finish a management session for security reasons.
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Figure 31 Web Configurator: Logout Screen

Thank you for using the Web Configurator.
Please close the browser before next login.
Goodbyel

4.8 Help

The web configurator’s online help has descriptions of individual screens and some supplementary
information.

Click the Help link from a web configurator screen to view an online help description of that screen.
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CHAPTER b
Initial Setup Example

5.1 Overview

This chapter shows how to set up the Switch for an example network.

The following lists the configuration steps for the initial setup:

e Creatfing a VLAN
e Setting Port VID

* Configuring Switch Management IP Address
5.1.1 Creating a VLAN

VLANs confine broadcast frames to the VLAN group in which the port(s) belongs. You can do this with
port-based VLAN or tagged static VLAN with fixed port members.

In this example, you want to configure port 1 as a member of VLAN 2.

Figure 32 Initial Setup Network Example: VLAN

1 Click Advanced Application > VLAN > VLAN Configuration in the navigation panel and click the Static

VLAN Setup link.
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| [VLAN Configuration VLAN Status
siglic VLAN Seiup Click Herg)
VLAN Port Setup Click Here
Subnet Based VLAN Sstup Click Here
Protocol Based VLAN Setup Click Here
Voice VLAN Setup Click Here
MAC Based VLAN Setup Click Here
2 Inthe Static VLAN screen, select ACTIVE, enter a A 2

descriptive name in the Name field and enter 2 in the
VLAN Group ID field for the VLAN2 network.

Note: The VLAN Group ID field in this screen and the VID field in the IP Setup screen refer to the
same VLAN ID.

3 Since the VLAN2 network is connected to port 1 on the Switch, select Fixed to configure port 1 to be a
permanent member of the VLAN only.

4 To ensure that VLAN-unaware devices (such as computers and hubs) can receive frames properly, clear
the TX Tagging check box to set the Switch to remove VLAN tags before sending.

5 Click Add to save the settings to the run-time memory. Settings in the run-time memory are lost when the
Switch'’s power is furned off.

5.1.2 Setting Port VID

Use PVID to add a tag to incoming untagged frames received on that port so that the frames are
forwarded to the VLAN group that the tag defines.

In the example network, configure 2 as the port VID on port 1 so that any untagged frames received on
that port get sent fo VLAN 2.
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Figure 33 Initial Setup Network Example: Port VID

= ] -

1 Click Advanced Applications > VLAN > VLAN | ViaNrotsemng | VLAN Canfiguration
Configuration in the navigation panel. Then GVRP
click the VLAN Port Setup link.

2 Enter 2in the PVID field for port 2 and click
Apply to save your changes back to the run- |
time memory. Settings in the run-time memory |
are lost when the Switch's power is turned off.

PP

»
\/

—T=T=T=TH4=l=
EEEH

E

5.1.3 Configuring Switch Management IP Address

The default management IP address of the Switchis 192.168.1.1. You can configure another IP address in
a different subnet for management purposes. The following figure shows an example.
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Figure 34 Initial Setup Example: Management IP Address

e e -

1922.168.1.X 192.168.2.1

I’ VLAN 1

I 11 I
| | | |
i 11 |
I 11 I
| | | |
\ / \ /

W« i ) - — - W — - — -

Connect your computer to any Ethernet port on the Switch. Make sure your computer is in the same
subnet as the Switch.

Open your web browser and enter 192.168.1.1 (the default IP address) in the address bar to access the
web configurator. See Section 4.2 on page 36 for more information.

Click Basic Setting > IP Setup in the navigation BT
panel. Diaionit Menagement. @ OHCF Clent
IP Addrass Option-40 =

Configure the related fields in the IP Setup screen. Clesd Lyeel Comoratiof

& Static IP Addrass

1P Adicress 10.214.80.212
For the VLAN2 network, enter 192.168.2.1 as the IP 1P Subnet Mask 255.255.255.0
address and 255.255.255.0 as the subnet mask. ) ”If' Goteway o000
In ’rhe VID field, en’fer the ID of the VLAN group fo
which you want this management IP address to
belong. This is the same as the VLAN ID you ﬁg«meﬂ*"’ Addresses
configure in the Static VLAN screen. IP Adcress 192.168.2.1

IP Subnat Mask 255.255.255.0

VID 4

Delault Gateway 0.0.00

Click Add to save your changes back to the run-
fime memory. Settings in the run-time memory are
lost when the Switch's power is furned off.
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CHAPTER ©
Tutorials

6.1 Overview

This chapter provides some examples of using the web configurator to set up and use the Switch. The
tutorials include:

* How fo Use DHCPv4 Snooping on the Switch
* How fo Use DHCPv4 Relay on the Switch

* How fo Use Auto Configuration on the Switch

6.2 How to Use DHCPv4 Snooping on the Switch

You only want DHCP server A connected to port 5 to assign IP addresses to all devices in VLAN network
(V). Create a VLAN containing ports 5, 6 and 7. Connect a computer M to the Switch for management.

Figure 35 Tutorial: DHCP Snooping Tutorial Overview

Note: For related information about DHCP snooping, see Section 26.1 on page 223.

The seftings in this tutorial are as the following.

Table 8 Tutorial: Settings in this Tutorial

HOST PORT CONNECTED VLAN PVID DHCP SNOOPING PORT TRUSTED
DHCP Server (A) 5 1 and 100 100 Yes
DHCP Client (B) 6 1 and 100 100 No
DHCP Client (C) 7 1 and 100 100 No
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1 Access the Switch through http://192.168.1.1 by default. Log into the Switch by entering the username
(default: admin) and password (default: 1234).

2 Goto Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup, and create a VLAN with
ID of 100. Add ports 5, 6 and 7 in the VLAN by selecting Fixed in the Control field as shown.

Deselect Tx Tagging because you don’t want outgoing traffic to contain this VLAN tag.
Click Add.
Figure 36 Tutorial: Create a VLAN and Add Ports to It

CTIVE ¥
Name VLAN-100
VLAN Group ID 100

* Normal v ¥ TxTagging
1 ® Normal Fixed Forbidden ¥ Tx Tagging
2 & MNormal Fixed Forbidden # Tx Tagging
3 ® Normal Fixed Forbidden ¥ Tx Tagging
4 ® Normal Fixed Forbidden ¥ Tx Tagging
5 Normal ® Fixed Forbidden Tx Tagging
6 MNormal ® Fixed Forbidden Tx Tagging
7 Normal ® Fixed Forbidden Tx Taggin:
k3 € Normal &d Forbidden ¥ _IxTagg)
47 & MNormal Fixed Forbidden # Tx Tagging
48 ® Normal Fixed Forbidden ¥ Tx Tagging
49 & MNormal Fixed Forbidden # Tx Tagging
50 ® Normal Fixed Forbidden ¥ Tx Tagging

(x=mem

3 Go to Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup, and set the PVID of the
ports 5, 6 and 7 to 100. This tags untagged incoming frames on ports 5, 6 and 7 with the tag 100.
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5

Figure 37 Tutorial: Tag Untagged Frames

VLAN Port Setting VLAN Configuration

| Port  Ingress Check PVID GVRP Accepiable Frame Type VLAN Trunking Isolation

* o o o o

1 5] 1 5] Al v B 5]

2 5] 1 o 5] 5]

3 5] 1 o 5] 5]

4 o 1 5] Al v B 5]

5 ] 00 N\ O ] ]

6 5] 100 o 5] 5]

7 a 100 J O All v @ a
L8 L] ! g
-\/\/‘€/ = N~— _
— T O T T

48 5] 1 5] o 5]

4 5] 1 5] o 5]

50 5] 1 5] Al v 5] 5]

Go to Advanced Application > IP Source Guard > IPv4 Source Guard Setup > DHCP Snooping >
Configure, activate and specify VLAN 100 as the DHCP VLAN as shown. Click Apply.

Figure 38 Tutorial: Specify DHCP VLAN
DHCP Snooping Configure DHCP Snooping Peort VLAN

O Disable
DHCP Vian

Database
Agent URL

| Timeout interval 300 seconds |
Write delay interval 300 seconds

Renew DHCP Snooping URL

‘ Apply | Cancel
——

Click the Port link at the top right corner.

DHCP Snooping( Port )

VLA
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6 The DHCP Snooping Port Configure screen appears. Select Trusted in the Server Trusted state field for port
5 because the DHCP server is connected to port 5. Keep ports 6 and 7 Untrusted because they are
connected to DHCP clients. Click Apply.

Figure 39 Tutorial: Set the DHCP Server Port to Trusted

- DHCP Snooping Port Configure Configure
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Unfrusted v

\-?/\/\MW\/\/\/\/\/\/
\/\/\/ﬁ/\/\/\/\/\/

0
48 Untfrusted 0
49 Unfrusted 0
50 Unfrusted 0

7 Go to Advanced Application > IP Source Guard > IPv4 Source Guard Setup > DHCP Snooping >
Configure > VLAN, show VLAN 100 by entering 100 in the Start VID and End VID fields and click Apply.
Then select Yes in the Enabled field of the VLAN 100 enfry shown at the bottom section of the screen.

If you want fo add more information in the DHCP request packets such as source VLAN ID or system
name, you can also select an Option82 Profile in the entry. See Section 26.19.1.3 on page 253.

Figure 40 Tutorial: Enable DHCP Snooping on this VLAN

DHCI' Snooping VLAN Configure Configure Port

Show VLAN (STOrT VID|100 End VID [100 )

* No » v

@

8 Click Save at the top right corner of the web configurator to save @ s; @ @

the configuration permanently.

Refresh Status Logout Help

9 Connectyour DHCP server to port 5 and a computer (as DHCP client) to either port 6 or 7. The computer
should be able to get an IP address from the DHCP server. If you put the DHCP server on port 6 or 7, the
computer will not able to get an IP address.
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10 To check if DHCP snooping works, go fo Advanced Application > IP Source Guard > IPv4 Source Guard
Setup, you should see an IP assignment with the type DHCP-Snooping as shown.

Figure 41 Tutorial: Check the Binding If DHCP Snooping Works

| |PSource Guard | IPSG Static Binding DHCP Snooping ARP Inspection
(1 00:02:00:00:00:1c  10.10.1.16  6d23h17m Os dhcp-sncoping 100 7 )

You can also telnet or log into the Switch’s console. Use the command "show dhcp snooping
binding” fo see the DHCP snooping binding table as shown next.

sysname# show dhcp snooping binding
MacAddress IpA